INDIAN INSTITUTE OF MANAGEMENT TIRUCHIRAPPALLI

Date: 03.09.2024

CORRIGENDUM -1

Sfor

Tender Notification No.: 24SP156T dated: 23.08.2024

Tender for the Supply, Installation, Testing, Commissioning of UTM/Firewall
appliances along with subscription, OEM warranty, and support for a period of
six years (3 years + 3 years) at IIM Tiruchirappalli

Clarifications/Corrigendum/Amendments in the tender document

1. Please refer to the above-mentioned tender document for the Supply, Installation, Testing, and
Commissioning of UTM/Firewall appliances along with the subscription, OEM warranty, and
support for a period of six years (3 years + 3 years) at [IM Tiruchirappalli.

2. The following changes have been made in the Tender Document through this corrigendum — I:

S Reference to the |
N;) main tender For Read As
B document - B
Serial No. 10 of
Pi‘iiﬁ;ﬁ?fler Preferred Makes:
| Stesifications Cisco, Paloalto, | Preferred Makes: Cisco.  Paloalto.
P & Checkpoint,  Juniper | Checkpoint, Juniper & Fortinet. etc..
Page No. 22, Serial | % Fortinet
No. 10 - -
Ihe: vendor ‘shou}d The vendor should have an office in Tamil
have an office in Nadu or its neighbouring states to provid
Point e of Page No. | Tamil Nadu or its |. ) &N & stales 1o pr WIRE
) ; . immediate  on-site  support  during
5 under the neighbouring  states . 3 ;
e - - troubleshooting and configurations. In
2 Eligibility for providing | _ . . _
o i : : .~ | this regard, the bidder should attach
Conditions for the | immediate on-site :
; ; necessary proof issued by the government
bidder support during o ; :
. authorities, which should be enclosed in
troubleshooting  and . N . :
5 ; the technical bid for verification.
- configurations -
The datasheet of the | The datasheet of the proposed product,
Point f of Page No. 5 produpt along 'w1th along with the technical compliance sheet
under the Eligibilit technical compliance | as per Annexure-V., should be enclosed
3 m =18 Y | sheet as per | with the tender document.STQC or
Conditions for the ; " 4 .
biddes Annexure-V  should | equivalent EAL Certification (common
be enclosed with the | criteria EAL4+) for the proposed product
1 | tender document. is mandatory. _ ]
D
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INDIAN INSTITUTE OF MANAGEMENT TIRUCHIRAPPALLI

Date: 03.09.2024

Reference to the
main tender
‘document

For Read As

Inclusion of
Additional Clauses
under the Eligibility
Conditions for the

bidder

I. The proposed model or its’ previous series/versions of the
firewall should have been successfully installed by the bidder/any
OEM authorized vendors in any of the Centrally Funded Academic
Institute along with at least 3 years subscription and support with
a value of Rs. 34 Lakhs and above. The performance Certificate
should be obtained from the Institute where the firewalls are
installed and the same has to be attached along with the Technical
Bid clse the bid will be rejected.

Inclusion of
Additional Clauses
under the General
Term & Conditions

of the Tender

The existing WAN switches (Cisco C9200L 24P-4X) have to be
reconfigured according to the requirement that are to be
implemented on the proposed firewall like link load balancing, HA
etc. Necessary modules(transceivers) for the WAN switches will
be provided by [IM Tiruchirappalli.

LJ

The bidders are requested to consider the following clarifications before submitting their bids:

U'gsl®
V Priya

AQ (Purchase)

S. Refer.ence to the Queries raised by the Bidders Changes/Reply/Decision of
main tender . s ;
No d and Proposed Amendments IIM Tiruchirappalli
ocument
Serial No. 1 of Page
No. 3 under the
Technical
Specifications of | Request for the addition of a
1 Performance technical feature: Should support N change
Parameters and VXLAN feature for Site to site &
throughput VPN.
&
Page No. 22 of
Serial No.1
Serial No. 2 of Page
No. 3 under the
Technical Request for the addition of a
B Specifications of | technical feature: The proposed No chan
Firewall Features | solution should support g¢
& Virtualization (Virtual Firewalls).
Page No. 22, Serial
No.2
P
[ oale”
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INDIAN INSTITUTE OF MANAGEMENT TIRUCHIRAPPALLI

Date: 03.09.2024

.
No

Reference to the
main tender
document

Queries raised by the Bidders
and Proposed Amendments

Changes/Reply/Decision of
IIM Tiruchirappalli

2

Serial No. 3 of Page
3 under Technical
Specifications
& Page No. 22 and
S.No: 3
(Inbuilt
Interfaces/ports
required in the
UTM box)

Inbuilt Interfaces/ports required in
the UTM box - HA Port, which
should support 600 meter distance
between DC & DR. Will the
Physical Path within the Campus for
which the Fiber Cable is alrcady laid
and available be taken care of by the
customer now and in future?

The fiber cables are already
laid which could be used for
the connectivity. However,
necessary reconfigurations
to be made on the existing
WAN  switch by the
successful bidder according
to your requirement.

Serial No. 8 of Page
4 under Technical
Specifications
& Page No. 22 and
S. No: 8
(Logs)

Just maintaining the log will not
provide any insights into threats or
infections in the networks. By
integrating logs and correlating
them with threat feeds, customers
will be able to identify all the
unattended security breaches in the
network. Log management solutions
are not open-source applications.
Are there any changes possible?

The Institute may go in for a

paid enterprise-level
Security information and
event management

solution in future, and the
proposed device should
support the integration of the
same (Same OEM/Third
party OEM). The Institute |
will verify if the proposed

Serial No. 8 of Page
4 under Technical
Specifications
& Page No. 22 and
S. No: 8
(Logs)

The successful  vendor should
provide an open-source application

-to maintain at least 180 days’ logs

along with email alerts. If the vendor
provides an on-premise software
solution, then the VM will be
provided by IIM Tiruchirappalli. We
would request the customer to
provide Enterprise Linux OS in a
VM/Server along with the necessary
Storage with NG Syslog Service
Enabled to route the logs from the
Firewall to this specific VM Server
to store the logs as requested

model supports the same.

VM will be provided; if
needed. Windows server OS
could also be provided. The
bidder should arrange to get
the Linux OS themself. The
successful bidder has to
handle the installation and
configuration of the OS.

6

IIM Tiruchirappalli will not accept any Chinese/Rebranded Chinese products.

All the points mentioned in this Coorigendum 1 is a part of the refereed tender document.

All other points mentioned in the Tender document other than the above Corrigendum will remain

the same.
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